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11

5
CP/CPS
CP/CPS 9.12
5 1
CP/CPS
10 1
5 2
CP/CPS
9:00 17:00
03-3591-7501
5 3
CP/CPS
5 4
CP/CPS
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CP/CPS

No.

CP

Certificate Policy

CP

St

S
Certification Practice
atement

CR

Li

L
Certificate Revocation
st

DN

Distinguished Name

c=JP

0=

FI

Pr

PS 140-2 3
Federal Information
ocessing Standard

HS

Mo

M
Hardware Security
dules

PIN

HSM

HSM

IE

En
Ta
Co

TF RFC3647

Internet

gineering

sk Force Request For
mment

IETF
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No.

8 Issuer
Issuer
9 ITU-T X.500 [ ITU-T
International
Telecommunication Union X.500 ITU T
-Telecommunication
sector
10 ITU-T X.509 ITU-T
11 0CSP
Online Certificate
Status Protocol OCSP
12 01D
Object 1D
13 RSA  Encryption Rivest | RSA
Shamir Adleman
14 SHA1
Secure Hash Algorithm 160
1
15 SHA256
Secure Hash Algorithm 256
256 SHA1
SHA2
16 SSL Netscape
Secure Socket Layer
17 Subject
18 TLS IETF
Transport Layer
Security
19
20
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No.

21

22

23

24

25

26

27

28

29

30

31

32

33

SSL
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No.

34

35

36

CRL

37

Signature

38

39

40

41

42

43

44

45

46

14




No.

47

48

49

CRL

50

51

52

CRL

53

54

55

Public Medical

Hub
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2 1
24 365
2 2
CP/CPS
2 3
CP/CPS
CRL CRL 7 4.9.7 CRL
2 4

16



ITU-T X.500 DN

Country JP
Organization Intermediate Server
Organizational .

. insurance
Unit
8
Common Name
Organizational Server

unit

insurance

Common Name

17




Common Name

Online Billing NW
Common Root CA -G*

*

Country

JP

Organization

ReceiptOnline

Organizational
Unit

medical
Organizational dental pharmacy
Unit nursing
Common Name 2
1
7 10
10
Organizational insurance
Unit
8
Common Name
Organizational
Unit
kenshin

Organizational
Unit
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Common Name

10

Organizational

Unit

Organizational

Unit

shokuiki

Common Name

10

Organizational
Unit

maker

Common Name

10

Organizational
Unit

Server
support

Common Name

Common Name

Online Billing NW Common
Root CA -G*

*
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Organizational
Unit

Organizational shoubou
Unit
Common Name
1 (7
10
ITU-T X.500 DN
6.1.2
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Key Usage

Key Usage

90
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1

1.

3.
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7.
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4
5
6
CRL
7 CRL
CRL
8 CRL
CRL
9
CRL
10
CRL
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WEB

24

CRL

CRL

WEB



4 9 11

4 9 12

CRL

CRL

4.9
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1
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24 365
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CP/CPS

5.4.1
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5.4.4
5 4

5.4.5
5 5
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5.

5.

5.
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5.

5.
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1

1

1
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HSM

SSL

RSA Encryption
2048bit

RSA Encryption
2048bit
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HSM

7.1 Key Usage

FIPS 140-2 3
HSM

HSM

HSM

FIPS 140-2 3 HSM

37



10

11

HSM

13 3
13 3

10
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10
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HSM
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CRL

RSA Encryption

Constraints

7 1 8

Qualifiers

7 1 9

Issuer

CRL

ITU-T X.509 Version 3

Extensions

Signature
SHA256 with RSA Encryption

1.2.840.113549.1.1.11

1.2.840.113549.1.1.1

Subject

41

Name Constraints

Certificate Policies

Policy

Policy



7 1 10
Version 2
X.509
3
Integer
Serial Number 1
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
Identifier Encryption 01D
Issuer cn = Online Billing NW
Common Root CA - G* DN
o0 = Online Billing NW | Country
System Printable String
c =JP
UTF8 String
- G*
Validity
Not Before 190101000000z
YYMMDDHHMMSSZ
Not After 2601010000002z
YYMMDDHHMMSSZ
Subject cn = Online Billing NW

42




Common Root CA - G*

0 = Online Billing NW
System

c = JP

DN
Country
Printable String

UTF8 String

- G*

Subject Public Key

System
c = JP

Info
Algorithm 1.2.840.113549.1.1.1
Identifier
RSA Encryption
oID
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
Ildentifier
Key ldentifier
SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN
o = Online Billing NW | Country

Printable String

UTF8 String

- G*

43




Authority Cert 1
Serial Number
Integer

Subject Key
Identifier

Key ldentifier

SHA1 SHA1

BasicConstraints

CA True

Internet
Explorer
Subject Type=CA

Key Usage 000001100 2

Digital Signature 0 Key Cert Sign

CRL Sign

Non Repudiation 0

Key Encipherment 0

Data Encipherment 0

Key Agreement 0

Key Cert Sign 1 CA

CRL Sign 1 CRL

Encipher Only 0

Key Agreement
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Decipher Only

Key Agreement

Issuer®s Signature

G-k

0 = Online Billing NW
System

c = JP

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
Identifier Encryption 01D
Encrypted
Version 2
X.509
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 0ID
Issuer cn = Online Billing DN
NW Common Root CA - Country

Printable String

UTF8 String

45




- G*

Validity
Not Before 1901010000002z
UTC Time
Not After 260101000000z
UTC Time
Subject
cn = 99999999 DN Country
ou = insurance Printable
0 = String
IntermediateServer UTF8 String
c = JP
Subject Public Key
Info
Algorithm 1.2.840.113549.1.1.1
Identifier RSA
Encryption 0oID
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
Identifier
Key ldentifier
SHA1 SHA1

46




Authority Cert
Issuer

cn = Online Billing
NW Common Root CA -
G*

0 = Online Billing NW

DN
Country
Printable String

System UTF8 String
c = JP
- G*
Authority Cert 1
Serial Number
Integer
Subject Key
Identifier
Key ldentifier
SHA1 SHA1
Key Usage 101000000 2
Digital Signature 1 Key Cert Sign CRL
Sign
Non Repudiation 0
Key Encipherment 1
Data Encipherment 0
Key Agreement
Key Cert Sign 0 CA
CRL Sign 0 CRL

47




Encipher Only 0
Key
Agreement
Decipher Only 0
Key
Agreement
Extended Key Usage
Key Purpose Id id-kp-clientAuth TLS Web
Certificate Policies
Policy ldentifier 0.2.440.200317.1.1.1 CPS 0lID
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn.mana | CPS URI
gedpki.ne._jp/p/c
CRL Distribution http://crldownload.ob | CRL URI

Points
CRL

n.managedpki.ne.jp/cr
1/cdp.crl

Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 0oID
Encrypted

48




Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 01D
Issuer cn = Online Billing
NW Common Root CA - DN Country
G* Printable
o = Online Billing NW | String
System UTF8
c = JP String
- G*
Validity
Not Before 190101000000z
UCT Time
Not After 260101000000z
UCT Time
Subject
cn = 1310000001
ou medical DN Country
ou = Tokyo Printable
0 = ReceiptOnline String
c =JP UTF8

49




String

Subject Public Key

Info
Algorithm 1.2.840.113549.1.1.1
Identifier
RSA Encryption
01D
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
Identifier
Key ldentifier
SHA1 SHA1
Authority Cert cn = Online Billing
Issuer NW Common Root CA - DN Country
G* Printable
o0 = Online Billing NW | String
System UTF8
c = JP String
- G*
Authority Cert 1
Serial Number
Integer

50




Subject Key
Identifier

Key ldentifier

SHA1 SHA1L
Key Usage 101000000 2

Digital Signature 1 Key Cert Sign CRL

Sign
Non Repudiation 0
Key Encipherment 1
Data Encipherment 0
Key Agreement
Key Cert Sign CA
CRL Sign 0 CRL
Encipher Only 0

Key Agreement

Decipher Only 0

Key Agreement

Certificate Policies

0.2.440.200317.1.1.1

CPS oID

o1




0.2.440.200318.1.1.1

https://cert.obn.mana | CPS URI
gedpki.ne.jp/p/c
CRL Distribution http://crldownload.ob | CRL URI

Points
CRL

n.managedpki.ne.jp/cr
1/cdp.crl

Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 0ID
Encrypted
Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 0ID

52




Issuer cn = Online Billing NW
Common Root CA - G* DN Country
0o = Online Billing NW Printable
System String
c =JP UTF8
String
- G*
Validity
Not Before 1901010000002
UTC Time
Not After 260101000000z
UTC Time
Subject
cn = www.mi.miis.jp DN Country
ou = Server Printable
0 = Intermediate String
Server UTF8 String
c = JP
Subject Public Key
Info
Algorithm 1.2.840.113549.1.1.1
ldentifier
RSA Encryption
01D
Parameter NULL RSA
Public Key
Bit String
Extensions

Authority Key
Identifier

53




Key ldentifier

SHA1 SHA1
Authority Cert ou = Online Billing NW
Issuer Common Root CA DN Country
0 = Online Billing NW Printable
System String
c =JP UTF8
String
Authority Cert 1
Serial Number
Integer
Subject Key
ldentifier
Key ldentifier
SHA1 SHA1
Key Usage 101000000 2
Digital Signature 1 Key Cert Sign CRL
Sign
Non Repudiation 0
Key Encipherment 1
Data Encipherment 0
Key Agreement 0
Key Cert Sign CA
CRL Sign 0 CRL
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Encipher Only

Key Agreement

Decipher Only

Key Agreement

Extended Key Usage

Key Purpose Id id-kp-serverAuth TLS Web
Certificate Policies
Policy ldentifier 0.2.440.200317.1.1.1 cP 01D
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn._manag | CPS URI
edpki.ne.jp/p/c
CRL Distribution http://crldownload.obn | CRL

Points .managedpki.ne.jp/crl/
CRL cdp.crl
Subject Alternative SAN DNS Name
Name DNS Name =
www.abc.rece
SAN

SAN

Common Name

55




Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption o1D
Encrypted
Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 01D
Issuer cn = Online Billing NW
Common Root CA - G* DN Country
0 = Online Billing NW Printable
System String
c=JP UTF8 String
- G*
Validity

56




Not Before 190101000000z
UTC Time
Not After 260101000000z
UTC Time
Subject
cn = www.abc.rece DN Country
ou = Server Printable

0 = ReceiptOnline
c = JP

String
UTF8 String

Subject Public Key

Info
Algorithm 1.2.840.113549.1.1.1
Identifier
RSA Encryption
0ID
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
ldentifier
Key ldentifier
SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN Country
0o = Online Billing NW Printable
System String
c=JP UTF8 String
- G*

57




Key Agreement

Authority Cert 1
Serial Number
Integer
Subject Key
Identifier
Key ldentifier
SHA1 SHA1
Key Usage 101000000 2
Digital Signature 1 Key Cert Sign CRL
Sign
Non Repudiation 0
Key Encipherment 1
Data Encipherment 0
Key Agreement
Key Cert Sign CA
CRL Sign 0 CRL
Encipher Only 0

58




Decipher Only

Key Agreement

Certificate Policies

Policy ldentifier 0.2.440.200317.1.1.1 CP oID
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn._manag | CPS URI
edpki.ne.jp/p/c
CRL Distribution http://crldownload. CRL

Points
CRL

obn.managedpki.ne.jp/c
rl/rsvr_cdp.crl

Subject Alternative
Name

SAN

DNS Name =
www.abc.rece

SAN DNS Name

SAN

Common Name

Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
Ildentifier Encryption 01D
Encrypted

59




Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 0ID
Issuer cn = Online Billing NW
Common Root CA - G* DN Country
0 = Online Billing NW Printable
System String
c =JP UTF8
String
- G*
Validity
Not Before 190101000000z
UTC Time
Not After 260101000000z
UTC Time
Subject
cn = Online Billing NW
Application Developer DN
ou =insurance Country

0= ReceiptOnline

Printable String

60




UTF8 String

Subject Public Key

Info
Algorithm 1.2.840.113549.1.1.1
ldentifier
RSA Encryption
01D
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
ldentifier
Key ldentifier
SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN Country
0o = Online Billing NW Printable
System String
c =JP UTF8
String
- G*
Authority Cert 1
Serial Number
Integer

Subject Key
Identifier

61




Key ldentifier

SHA1 SHA1
Key Usage 100000000 2
Digital Signature 1 Key Cert Sign CRL
Sign
Non Repudiation 0
Key Encipherment 0
Data Encipherment 0
Key Agreement 0
Key Cert Sign CA
CRL Sign 0 CRL
Encipher Only 0
Key
Agreement
Decipher Only 0
Key
Agreement
Extended Key Usage
Key Purpose Id id-kp-codeSigning TLS Web

Certificate Policies

62




Policy ldentifier 0.2.440.200317.1.1.1 CPS oID
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn.manag | CPS URI
edpki.ne.jp/p/c
CRL Distribution http://crldownload.obn | CRL

Points
CRL

.managedpki.ne.jp/crl/
cdp.crl

Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption 01D
Encrypted
Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 SHA256 with RSA
ldentifier Encryption 01D

63




Issuer cn = Online Billing NW
Common Root CA - G* DN
0 = Online Billing NW Country
System Printable String
c = JP
UTF8 String
- G*
Validity
Not Before 1901010000002
UTC Time
Not After 2601010000002z
UTC Time
Subject
Online Billing NW
Application Developer DN
ou = support Country

0= ReceiptOnline
c = JP

Printable String

UTF8 String

Subject Public Key

Info
Algorithm 1.2.840.113549.1.1.1
ldentifier
RSA Encryption
01D
Parameter NULL RSA
Public Key
Bit String

64




Extensions

A
I

uthority Key
dentifier

Key ldentifier

SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN
0 = Online Billing NW Country

System Printable String
c = JP
UTF8 String
- G*
Authority Cert 1
Serial Number
Integer
Subject Key
ldentifier
Key ldentifier
SHA1 SHA1
Key Usage 100000000 2
Digital Signature 1 Key Cert Sign
CRL Sign
Non Repudiation 0
Key Encipherment 0

65




Data Encipherment 0
Key Agreement
Key Cert Sign CA
CRL Sign 0 CRL
Encipher Only 0
Key Agreement
Decipher Only 0

Key Agreement

Certificate Policies
Policy ldentifier 0.2.440.200317.1.1.1 CPS 01D
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn.manage | CPS URI
dpki.ne.jp/p/c
CRL Distribution http://crldownload.obn. | CRL

Points
CRL

managedpki.ne.jp/cri/cd
p.crli

Issuer®s Signature

Algorithm 1.2.840.113549.1.1.11 SHA256 with RSA
ldentifier Encryption

01D
Encrypted

66




Version 2
X.509
3
Integer
Serial Number 10
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 SHA256 with RSA
ldentifier Encryption 01D
Issuer cn = Online Billing NW
Common Root CA - G* DN
0 = Online Billing NW Country
System Printable String
c = JP
UTF8 String
- G*
Validity
Not Before 190101000000z
UTC Time
Not After 260101000000z
UTC Time
Subject
Online Billing NW
Application Developer DN
ou = support Country

67




0= ReceiptOnline
c = JP

Printable String

UTF8 String

CommonName

Subject Public Key

Info
Algorithm 1.2.840.113549.1.1.1
Identifier
RSA Encryption
01D
Parameter NULL RSA
Public Key
Bit String
Extensions
Authority Key
Identifier
Key ldentifier
SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN
0 = Online Billing NW Country

System
c = JP

Printable String

UTF8 String

- G*

68




C
Authority Cert 1
Serial Number
Integer
Extended Key Usage T
critical
Time Stamp 1.3.6.1.5.5.7.3.8 timeStamping
Subject Key F
ldentifier
Key ldentifier
SHA1 SHA1
Key Usage T |100000000 2
Digital Signature 1 Key Cert Sign
CRL Sign
Non Repudiation 0
Key Encipherment 0
Data Encipherment 0
Key Agreement
Key Cert Sign 0 CA
CRL Sign 0 CRL
Encipher Only 0
Key Agreement

69




C
Decipher Only 0
Key Agreement
Certificate F
Policies
Policy ldentifier 0.2.440.200317.1.1.1 CPS 01D
0.2.440.200318.1.1.1
Policy Qualifiers https://cert.obn.managedp | CPS URI
ki.ne.jp/p/c
CRL Distribution F | http://crldownload.obn.ma | CRL
Points nagedpki.ne._jp/crl/cdp.cr
CRL |
Issuer®s Signature
Algorithm 1.2.840.113549.1.1.11 SHA256 with RSA
ldentifier Encryption
0ID
Encrypted
C F FALSE T TRUE
7 2 CRL
CRL
7 2 1
CRL ITU-T X.509 version 2 CRL
7 2 2 CRL
CRL

CRL Extensions

70




Version 1
X.509
2
Integer
Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
Ildentifier Encryption 01D
Issuer cn = Online Billing NW
Common Root CA - G* DN
0 = Online Billing NW | Country

System Printable String
c = JP
UTF8 String
_G*
This Update 070115200000z
UTC Time
Next Update 070122200000Z
UTC Time
Revocated
Certificates
User Certificate 08
Integer
Revocation Date 0701152000002 UTC Time
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C
Public Key
Reason Code F
Cessation Of 5
Operation
Invalidity Date |F 070115200000z
Generalized Time

CRL Extensions

Authority Key F
Identifier

Key ldentifier

SHA1 SHA1
Authority Cert cn = Online Billing NW
Issuer Common Root CA - G* DN

0o = Online Billing NW | Country

System Printable String
c =JP
UTF8 String

- G*
Authority Cert 1
Serial Number
Integer
CRL Number F 5
CRL
Integer
Issuer®s Signature
Algorithm 1.2.840.113549.1.1.11 | SHA256 with RSA
ldentifier Encryption
01D
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Encrypted

7 2 3 Signature

SHA256 with RSA Encryption 1.2.840.113549.1.1.11
7 2 4

CRL Issuer 3.1.1

7 3 OCSP
0CSP
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CP/CPS
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8.

2



1,500 792

CRL
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CRL

CP/CPS

9.4
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4

4

CP/CPS
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CP/CPS

9 6 2

CP/CPS

CP/CPS
CP/CPS

CP/CPS
9 6 3

CP/CPS

CP/CPS
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9 6 4

CP/CPS
¢ D
CP/CPS
CP/CPS
CP/CPS

9 6 5
9 7

9 8
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10

CP/CPS
10 1

CP/CPS
CP/CPS

10 2

CP/CPS
10 3

CP/CPS

11

12

CP/CPS
12 1

CP/CPS

12 2

CP/CPS
12 3

13
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14

CP/CPS
15
16
CP/CPS
16 1
16 2
CP/CPS
16 3
16 4
16 5
17
CP/CPS
18
12 27
2 12
2 24
4 22
5 17
5 10 1
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22

11
12

19
16

10

19

5

4

10
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